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(2) Statistical matches whose purpose
is solely to produce aggregate data
stripped of personal identifiers.

(3) Statistical matches whose purpose
is in support of any research or statis-
tical project.

(4) Law enforcement investigative
matches whose purpose is to gather
evidence against a named person or
persons in an existing investigation.

(5) Tax administration matches.

(6) Routine administrative matches
using Federal personnel records.

(7) Internal matches using only
records from DOD systems of records.

(8) Background investigation and for-
eign counterintelligence matches done
in the course of performing a back-
ground check for security clearances of
Federal personnel or Federal con-
tractor personnel or foreign counter-
intelligence.

(d) Categories of individuals covered.
Applicants for Federal benefit pro-
grams (i.e., individuals initially apply-
ing for benefits); program beneficiaries
(i.e., individuals currently receiving or
formerly receiving benefits); and pro-
viders of services to support such pro-
grams (i.e., those deriving income from
them such as health care providers).

(e) Features of a computer matching
program. A computer matching pro-
gram entails not only the actual com-
puterized comparison, but also pre-
paring and executing a written agree-
ment between the participants, secur-
ing approval of the Defense Data Integ-
rity Board, publishing a matching no-
tice in the FEDERAL REGISTER before
the match begins, ensuring that inves-
tigation and due process are completed,
and taking ultimate action, if any.

(f) Approval/denial of agreements. The
Executive Secretary, Defense Data In-
tegrity Board, receives and processes
for review all requests for computer
matching agreements involving DOD
activities. Members of the Defense
Data Integrity Board are provided with
a copy of the proposed computer
matching agreement that details the
costs associated with the match,
length of agreement, and the number of
computer matches expected, for their
approval/disapproval.

(g8) Questions. CNO (DNS-36) rep-
resents the DON on the Defense Data
Integrity Board. Questions from DON
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personnel should be directed to CNO
(DNS-36).

Subpart G—Privacy Act
Exemptions

SOURCE: 71 FR 27536, May 11, 2006, unless
otherwise noted.

§701.126 Purpose.

Subparts F and G of this part contain
rules promulgated by the Secretary of
the Navy, pursuant to 5 U.S.C. 552a (j)
and (k), and subpart F, §701.113, to ex-
empt certain systems of DON records
from specified provisions of 5 U.S.C.
552a..

§701.127 Exemption
records.

All systems of records maintained by
the DON shall be exempt from the re-
quirements of the access provision of
the Privacy Act (b U.S.C. 552a(d)) under
the (k)(1) exemption, to the extent that
the system contains information prop-
erly classified under E.O. 12,958 and
that is required by that E.O. to be kept
secret in the interest of national de-
fense or foreign policy. This exemption
is applicable to parts of all systems of
records including those not otherwise
specifically designated for exemptions
herein that contain isolated items of
properly classified information.

for classified

§701.128 Exemptions for specific Navy
record systems.

(a) System identifier and name:

(1) N01070-9, White House Support Pro-
gram.

(2) Exemption: (i) Information specifi-
cally authorized to be classified under
E.O. 12,958, as implemented by DOD
5200.1-R, may be exempt pursuant to 5
U.S.C. b52a(k)(1).

(ii) Investigatory material compiled
for law enforcement purposes may be
exempt pursuant to 5 U.S.C. 552a(k)(2).
However, if an individual is denied any
right, privilege, or benefit for which he
would otherwise be entitled by Federal
law or for which he would otherwise be
eligible, as a result of the maintenance
of such information, the individual will
be provided access to such information
except to the extent that disclosure
would reveal the identity of a confiden-
tial source.
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(iii) Records maintained in connec-
tion with providing protective services
to the President and other individuals
under 18 U.S.C. 3506, may be exempt
pursuant to 5 U.S.C. 552a(k)(3).

(iv) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for federal civilian employment,
military service, federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(b),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(v) Portions of this system of records
are exempt from the following sub-
sections of the Privacy Act: (¢)(3), (d),
(e)(1), (e)(@) (G) through (I), and (f).

(3) Authority: 5 TU.S.C. 552a(k)(1),
&) (2), (k)(3), and (k)(5).

(4) Reasons: Exempted portions of
this system contain information that
has been properly classified under E.O.
12,958, and which is required to be kept
secret in the interest of national de-
fense or foreign policy. Exempted por-
tions of this system may also contain
information considered relevant and
necessary to make a determination as
to qualifications, eligibility, or suit-
ability for access to classified informa-
tion, and which was obtained by pro-
viding an express or implied promise to
the source that his or her identity
would not be revealed to the subject of
the record. Exempted portions of this
system may also contain information
collected and maintained in connection
with providing protective services to
the President and other individuals
protected pursuant to 18 U.S.C. 3056.
Exempted portions of this system may
also contain investigative records com-
piled for law enforcement purposes, the
disclosure of which could reveal the
identity of sources who provide infor-
mation under an express or implied
promise of confidentiality, compromise
investigative techniques and proce-
dures, jeopardize the life or physical
safety of law-enforcement personnel, or
otherwise interfere with enforcement
proceedings or adjudications.

(b) System identifier and name:

(1) N01131-1, Officer Selection and Ap-
pointment System.

(2) Exemption: (i) Information specifi-
cally authorized to be classified under
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E.O. 12,958, as implemented by DOD
5200.1-R, may be exempt pursuant to 5
U.S.C. 552a(k)(1).

(ii) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for federal civilian employment,
military service, federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(b),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(iii) Testing or examination material
used solely to determine individual
qualifications for appointment or pro-
motion in the Federal service may be
exempt pursuant to 5 U.S.C. 552a(k)(6),
if the disclosure would compromise the
objectivity or fairness of the test or ex-
amination process.

(iv) Evaluation material used to de-
termine potential for promotion in the
Military Services may be exempt pur-
suant to 5 U.S.C. 552a(k)(7), but only to
the extent that the disclosure of such
material would reveal the identity of a
confidential source.

(v) Portions of this system of records
are exempt from the following sub-
sections of the Privacy Act: (¢)(3), (d),
(e)(1), (e)(4)(G) through (I), and (f).

(3) Authority: 5 TU.S.C. 552a(k)(1),
(&)(5), (k)(6), and (k)(7).

(4) Reasons: Granting individuals ac-
cess to portions of this system of
records could result in the disclosure of
classified material, or the identifica-
tion of sources who provided informa-
tion to the government under an ex-
press or implied promise of confiden-
tiality. Material will be screened to
permit access to unclassified material
and to information that does not dis-
close the identity of a confidential
source.

(c) System identifier and name:

(1) N01133-2, Recruiting Enlisted Selec-
tion System.

(2) Exemption: (i) Information specifi-
cally authorized to be classified under
E.O. 12,958, as implemented by DOD
5200.1-R, may be exempt pursuant to 5
U.S.C. 552a(k)(1).

(ii) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for federal civilian employment,
military service, federal contracts, or
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access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(b),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(iii) Testing or examination material
used solely to determine individual
qualifications for appointment or pro-
motion in the Federal service may be
exempt pursuant to 5 U.S.C. 552a(k)(6),
if the disclosure would compromise the
objectivity or fairness of the test or ex-
amination process.

(iv) Evaluation material used to de-
termine potential for promotion in the
Military Services may be exempt pur-
suant to 5 U.S.C. 552a(k)(7), but only to
the extent that the disclosure of such
material would reveal the identity of a
confidential source.

(v) Portions of this system of records
are exempt from the following sub-
sections of the Privacy Act: (¢)(3), (d),
(e)(1), (e)(4)(G) through (I), and (f).

(3) Authority: 5 TU.S.C. 552a(k)(1),
(&)(5), (k)(6), and (k)(7).

(4) Reasons: Granting individuals ac-
cess to portions of this system of
records could result in the disclosure of
classified material, or the identifica-
tion of sources who provided informa-
tion to the government under an ex-
press or implied promise of confiden-
tiality. Material will be screened to
permit access to unclassified material
and to information that does not dis-
close the identity of a confidential
source.

(d) System identifier and name:

(1) NO1640-1, Individual Correctional
Records.

(2) Exemption: (i) Parts of this system
may be exempt pursuant to 5 U.S.C.
552a(j)(2) if the information is compiled
and maintained by a component of the
agency which performs as its principle
function any activity pertaining to the
enforcement of criminal laws.

(ii) Portions of this system of records
are exempt from the following sub-
sections of the Privacy Act: (¢)(3),
(©)(@D), (D), (e)(2), (e)(3), (e)(4)(G) through
D, (e)(®), (e)(8), (), and ().

(3) Authority: 5 U.S.C. 552a(j)(2).

(4) Reason: (i) Granting individuals
access to portions of these records per-
taining to or consisting of, but not lim-
ited to, disciplinary reports, criminal
investigations, and related statements
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of witnesses, and such other related
matter in conjunction with the en-
forcement of criminal laws, could
interfere with the orderly investiga-
tions, with the orderly administration
of justice, and possibly enable suspects
to avoid detection or apprehension.
Disclosure of this information could re-
sult in the concealment, destruction,
or fabrication of evidence, and jeop-
ardize the safety and well-being of in-
formants, witnesses and their families,
and law enforcement personnel and
their families. Disclosure of this infor-
mation could also reveal and render in-
effectual investigative techniques,
sources, and methods used by these
components and could result in the in-
vasion of the privacy of individuals
only incidentally related to an inves-
tigation. The exemption of the individ-
ual’s right of access to portions of
these records, and the reasons there-
fore, necessitate the exemption of this
system of records from the require-
ment of the other cited provisions.

(ii) [Reserved]

(e) System identifier and name:

(1) N01754-3, Navy Child Development
Services Program.

(2) Exemption: (i) Investigatory mate-
rial compiled for law enforcement pur-
poses may be exempt pursuant to 5
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or
benefit for which he would otherwise be
entitled by Federal law or for which he
would otherwise be eligible, as a result
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the
extent that disclosure would reveal the
identity of a confidential source.

(ii) Portions of this system of records
are exempt from the following sub-
sections of the Privacy Act: (¢)(3) and
(d).

(3) Authority: 5 U.S.C. 552a(k)(2).

(4) Reasons: (i) Exemption is needed
in order to encourage persons having
knowledge of abusive or neglectful acts
toward children to report such infor-
mation, and to protect such sources
from embarrassment or recrimination,
as well as to protect their right to pri-
vacy. It is essential that the identities
of all individuals who furnish informa-
tion under an express promise of con-
fidentiality be protected. Additionally,
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granting individuals access to informa-
tion relating to criminal and civil law
enforcement, as well as the release of
certain disclosure accountings, could
interfere with ongoing investigations
and the orderly administration of jus-
tice, in that it could result in the con-
cealment, alteration, destruction, or
fabrication of information; could ham-
per the identification of offenders and
the disposition of charges; and could
jeopardize the safety and well being of
parents and their children.

(ii) [Reserved]

(f) System identifier and name:

(1) N03834-1, Special Intelligence Per-
sonnel Access File.

(2) Exemption: (i) Information specifi-
cally authorized to be classified under
E.O. 12,958, as implemented by DOD
5200.1-R, may be exempt pursuant to 5
U.S.C. 552a(k)(1).

(ii) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for Federal civilian employment,
military service, Federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(b),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(iii) Portions of this system of
records are exempt from the following
subsections of the Privacy Act: (¢)(3),
(d), (e)(1), (e)(4) (&) through (I), and (f).

(3) Authority: 5 U.S.C. 552a(k)(1) and
(&)(5).

(4) Reasons: (i) Exempted portions of
this system contain information that
has been properly classified under E.O.
12356, and that is required to be kept
secret in the interest of national de-
fense or foreign policy.

(ii) Exempted portions of this system
also contain information considered
relevant and necessary to make a de-
termination as to qualifications, eligi-
bility, or suitability for access to clas-
sified information and was obtained by
providing an express or implied assur-
ance to the source that his or her iden-
tity would not be revealed to the sub-
ject of the record.

(g) System identifier and name:

(1) N04060-1, Navy and Marine Corps
Ezxchange Sales and Security Files.

(2) Exemption: (i) Investigatory mate-
rial compiled for law enforcement pur-
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poses may be exempt pursuant to 5
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or
benefit for which he would otherwise be
entitled by Federal law or for which he
would otherwise be eligible, as a result
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the
extent that disclosure would reveal the
identity of a confidential source.

(ii) Portions of this system of records
are exempt from the following sub-
sections of the Privacy Act: (¢)(3), (d),
(e)(4)(G) through (I), and (f).

(3) Authority: 5 U.S.C. 552a(k)(2).

(4) Reasons: Granting individuals ac-
cess to information collected and
maintained by these activities relating
to the enforcement of criminal laws
could interfere with orderly investiga-
tions, with orderly administration of
justice, and possibly enable suspects to
avoid detection or apprehension. Dis-
closure of this information could result
in the concealment, destruction, or
fabrication of evidence, and could also
reveal and render ineffectual investiga-
tive techniques, sources, and methods
used by these activities.

(h) [Reserved]

(i) System identifier and name:

(1) N05041-1, Inspector General (IG)
Records.

(2) Exemption: (i) Information specifi-
cally authorized to be classified under
E.O. 12,958, as implemented by DOD
5200.1-R, may be exempt pursuant to 5
U.S.C. 652a(k)(1).

(ii) Investigatory material compiled
for law enforcement purposes may be
exempt pursuant to 5 U.S.C. 552a(k)(2).
However, if an individual is denied any
right, privilege, or benefit for which he
would otherwise be entitled by Federal
law or for which he would otherwise be
eligible, as a result of the maintenance
of such information, the individual will
be provided access to such information
except to the extent that disclosure
would reveal the identity of a confiden-
tial source.

(iii) Portions of this system of
records may be exempt from the provi-
sions of 5 U.S.C. 552a(c)(3); (d); (e)(1);
(©)(@)(G), (H), and (I); and (f).

(3) Authority: 5 U.S.C. 552a(k)(1) and
(&) (2).
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(4) Reasons: (i) From subsection (¢)(3)
because the release of the disclosure
accounting would permit individuals to
obtain valuable information con-
cerning the nature of the investigation
and would present a serious impedi-
ment to the orderly conduct of any in-
vestigative activities. Such accounting
could result in the release of properly
classified information which would
compromise the national defense or
disrupt foreign policy.

(ii) From subsections (d) and (f) be-
cause access to the records would in-
form individuals of the existence and
nature of the investigation; provide in-
formation that might result in the con-
cealment, destruction, or fabrication of
evidence; possibly jeopardize the safety
and well-being of informants, witnesses
and their families; likely reveal and
render ineffectual investigatory tech-
niques and methods and sources of in-
formation; and possibly result in the
invasion of the personal privacy of
third parties. Access could result in the
release of properly classified informa-
tion which could compromise the na-
tional defense or disrupt foreign policy.
Amendment of the records would inter-
fere with the ongoing investigation and
impose an impossible administrative
burden by requiring investigations to
be continually reinvestigated.

(iii) From subsection (e)(1) because in
the course of the investigation it is not
always possible, at least in the early
stages of the inquiry, to determine rel-
evance and or necessity as such deter-
minations may only occur after the in-
formation has been evaluated. Informa-
tion may be obtained concerning the
actual or potential violation of laws or
regulations other than those relating
to the ongoing investigation. Such in-
formation should be retained as it can
aid in establishing patterns of im-
proper activity and can provide valu-
able leads in the conduct of other in-
vestigations.

(iv) From subsection (e)(4)(G) and (H)
because this system of records is ex-
empt from individual access pursuant
to subsections (k)(1) and (k)(2) of the
Privacy Act of 1974.

(v) From subsection (e)(4)(I) because
it is necessary to protect the confiden-
tiality of sources and to protect the
privacy and physical safety of wit-
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nesses. Although the system is exempt
from this requirement, the DON has
published a notice in broad, generic
terms in the belief that this is all that
subsection (e)(4)(I) of the Act requires.

(j) System identifier and name:

(1) N05300-3, Faculty Professional Files.

(2) Eremptions: (i) Investigatory ma-
terial compiled solely for the purpose
of determining suitability, eligibility,
or qualifications for Federal civilian
employment, military service, Federal
contracts, or access to classified infor-
mation may be exempt pursuant to 5
U.S.C. 552a(k)(5), but only to the extent
that such material would reveal the
identity of a confidential source.

(ii) Portions of this system of records
are exempt from the following sub-
sections of the Privacy Act: (¢)(3), (d),
()(4)(G) and (H), and (f).

(3) Authority: 5 U.S.C. 552a(k)(5).

(4) Reasons: Exempted portions of
this system contain information con-
sidered relevant and necessary to make
a release determination as to qualifica-
tions, eligibility, or suitability for Fed-
eral employment, and was obtained by
providing an express or implied prom-
ise to the source that his or her iden-
tity would not be revealed to the sub-
ject of the record.

(k) System identifier and name:

(1) N05354-1, Equal Opportunity Infor-
mation Management System.

(2) Exemptions: (i) Information spe-
cifically authorized to be classified
under E.O. 12,958, as implemented by
DOD 5200.1-R, may be exempt pursuant
to 5 U.S.C. 552a(k)(1).

(ii) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for Federal civilian employment,
military service, Federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(b),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(iii) Portions of this system of
records are exempt from the following
subsections of the Privacy Act: (¢)(3),
(d), (e)(4)(G) through (I), and (f).

(3) Authority: 5 U.S.C. 552a(k)(1) and
(&)(5).

(4) Reasons: Granting access to infor-
mation in this system of records could
result in the disclosure of classified
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material, or reveal the identity of a
source who furnished information to
the Government under an express or
implied promise of confidentiality. Ma-
terial will be screened to permit access
to unclassified material and to infor-
mation that will not disclose the iden-
tity of a confidential source.

(1) System identifier and name:

(1) N05520-1, Personnel Security Eligi-
bility Information System.

(2) Ezxemptions: (i) Information spe-
cifically authorized to be classified
under E.O. 12,958, as implemented by
DOD 5200.1-R, may be exempt pursuant
to 5 U.S.C. 652a(k)(1).

(ii) Investigatory material compiled
for law enforcement purposes may be
exempt pursuant to 5 U.S.C. 552a(k)(2).
However, if an individual is denied any
right, privilege, or benefit for which he
would otherwise be entitled by Federal
law or for which he would otherwise be
eligible, as a result of the maintenance
of such information, the individual will
be provided access to such information
except to the extent that disclosure
would reveal the identity of a confiden-
tial source.

(iii) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for Federal civilian employment,
military service, Federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(b),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(iv) Evaluation material used to de-
termine potential for promotion in the
Military Services may be exempt pur-
suant to 5 U.S.C. 552a(k)(7), but only to
the extent that the disclosure of such
material would reveal the identity of a
confidential source.

(v) Portions of this system of records
are exempt from the following sub-
sections of the Privacy Act: (¢)(3), (d),
(e)(4)(G) and (1), and (f).

(3) Authority: 5 TU.S.C.
(&)(2), (k)(5), and (k)(7).

(4) Reasons: Granting individuals ac-
cess to information collected and
maintained in this system of records
could interfere with orderly investiga-
tions; result in the disclosure of classi-
fied material; jeopardize the safety of
informants, witnesses, and their fami-

552a(k)(1),
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lies; disclose investigative techniques;
and result in the invasion of privacy of
individuals only incidentally related to
an investigation. Material will be
screened to permit access to unclassi-
fied information that will not disclose
the identity of sources who provide the
information to the Government under
an express or implied promise of con-
fidentiality.

(m) System identifier and name:

(1) N05520-4, NCIS Investigative Files
System.

(2) Exemptions: (i) Parts of this sys-
tem may be exempt pursuant to 5
U.S.C. 552a(j)(2) if the information is
compiled and maintained by a compo-
nent of the agency which performs as
its principal function any activity per-
taining to the enforcement of criminal
laws.

(ii) Portions of this system of records
are exempt from the following sub-
sections of the Privacy Act: (¢)(3),
(©)(@), (D), (e)(2), (e)(3), (e)(4)(G) through
D), (e)(B), (e)(8), (), and (g).

(3) Authority: 5 U.S.C. 552a(j)(2).

(4) Reasons: (i) Granting individuals
access to information collected and
maintained by this activity relating to
the enforcement of criminal laws could
interfere with the orderly investiga-
tions, with the orderly administration
of justice, and possibly enable suspects
to avoid detection or apprehension.
Disclosure of this information could re-
sult in the concealment, destruction,
or fabrication of evidence, and jeop-
ardize the safety and well-being of in-
formants, witnesses and their families,
and law enforcement personnel and
their families. Disclosure of this infor-
mation could also reveal and render in-
effectual investigative techniques,
sources, and methods used by these
components and could result in the in-
vasion of the privacy of individuals
only incidentally related to an inves-
tigation. The exemption of the individ-
ual’s right of access to portions of
these records, and the reasons there-
fore, necessitate the exemption of this
system of records from the require-
ment of the other cited provisions.

(ii) [Reserved]

(5) Exemptions: (i) Information spe-
cifically authorized to be classified
under E.O. 12,958, as implemented by
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DOD 5200.1-R, may be exempt pursuant
to 5 U.S.C. 552a(k)(1).

(ii) Records maintained in connec-
tion with providing protective services
to the President and other individuals
under 18 U.S.C. 3506, may be exempt
pursuant to 5 U.S.C. 552a(k)(3).

(iii) Records maintained solely for
statistical research or program evalua-
tion purposes and which are not used to
make decisions on the rights, benefits,
or entitlement of an individual except
for census records which may be dis-
closed under 13 U.S.C. 8, may be ex-
empt pursuant to 5 U.S.C. 552a(k)(4).

(iv) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for Federal civilian employment,
military service, Federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(b),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(v) Testing or examination material
used solely to determine individual
qualifications for appointment or pro-
motion in the Federal service may be
exempt pursuant to 5 U.S.C. 552a(k)(6),
if the disclosure would compromise the
objectivity or fairness of the test or ex-
amination process.

(vi) Portions of this system of
records are exempt from the following
subsections of the Privacy Act: (¢)(3),
(d), (e)1), (e)4)(G) through (I), and (f).

(6) Authority: 5 TU.S.C. 552a(k)(1),
k)3, (k)4@), (k)(5) and (k)(6).

(7) Reasons: (i) The release of disclo-
sure accountings would permit the sub-
ject of an investigation to obtain valu-
able information concerning the nature
of that investigation, and the informa-
tion contained, or the identity of wit-
nesses or informants, would therefore
present a serious impediment to law
enforcement. In addition, disclosure of
the accounting would amount to notice
to the individual of the existence of a
record.

(i1) Access to the records contained
in this system would inform the sub-
ject of the existence of material com-
piled for law enforcement purposes, the
premature release of which could pre-
vent the successful completion of in-
vestigation, and lead to the improper
influencing of witnesses, the destruc-
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tion of records, or the fabrication of
testimony. Exempt portions of this
system also contain information that
has been properly classified under E.O.
12,958, and that is required to be kept
secret in the interest of national de-
fense or foreign policy.

(iii) Exempt portions of this system
also contain information considered
relevant and necessary to make a de-
termination as to qualifications, eligi-
bility, or suitability for Federal civil-
ian employment, military service, Fed-
eral contracts, or access to classified
information, and was obtained by pro-
viding an express or implied assurance
to the source that his or her identity
would not be revealed to the subject of
the record.

(iv) The notice of this system of
records published in the FEDERAL REG-
ISTER sets forth the basic statutory or
related authority for maintenance of
the system.

(v) The -categories of sources of
records in this system have been pub-
lished in the FEDERAL REGISTER in
broad generic terms. The identity of
specific sources, however, must be
withheld in order to protect the con-
fidentiality of the source, of criminal
and other law enforcement informa-
tion. This exemption is further nec-
essary to protect the privacy and phys-
ical safety of witnesses and informants.

(vi) This system of records is exempt-
ed from procedures for notice to an in-
dividual as to the existence of records
pertaining to him/her dealing with an
actual or potential civil or regulatory
investigation, because such notice to
an individual would be detrimental to
the successful conduct and/or comple-
tion of an investigation, pending or fu-
ture. Mere notice of the fact of an in-
vestigation could inform the subject or
others that their activities are under,
or may become the subject of, an inves-
tigation. This could enable the subjects
to avoid detection, to influence wit-
nesses improperly, to destroy records,
or to fabricate testimony.

(vii) Exempt portions of this system
containing screening board reports.

(viii) Screening board reports set
forth the results of oral examination of
applicants for a position as a special
agent with the Naval Investigation
Service Command. Disclosure of these
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records would reveal the areas pursued
in the course of the examination and
thus adversely affect the result of the
selection process. Equally important,
the records contain the candid views of
the members composing the board. Re-
lease of the records could affect the
willingness of the members to provide
candid opinions and thus diminish the
effectiveness of a program which is es-
sential to maintaining the high stand-
ards of the Special Agent Corps., i.e.,
those records constituting examination
material used solely to determine indi-
vidual qualifications for appointment
in the Federal Service.

(n) System identifier and name:

(1) NO05520-5, Persomnel Security Pro-
gram Management Records System.

(2) Exemptions: (i) Information spe-
cifically authorized to be classified
under E.O. 12,958, as implemented by
DOD 5200.1-R, may be exempt pursuant
to 5 U.S.C. 652a(k)(1).

(ii) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for Federal civilian employment,
military service, Federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(b),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(iii) Portions of this system of
records are exempt from the following
subsections of 5 U.S.C. 552a: (d)(1-5).

(3) Authority: 5 U.S.C. 552a(k)(1) and
(&)(®).

(4) Reasons: (i) Granting individuals
access to information collected and
maintained in this system of records
could result in the disclosure of classi-
fied material; and jeopardize the safety
of informants, and their families. Fur-
ther, the integrity of the system must
be ensured so that complete and accu-
rate records of all adjudications are
maintained. Amendment could cause
alteration of the record of adjudica-
tion.

(ii) [Reserved]

(0) System identifier and name:

(1) N05580-1, Security Incident System.

(2) Exemption: (i) Parts of this system
may be exempt pursuant to 5 U.S.C.
5562a(j)(2) if the information is compiled
and maintained by a component of the
agency which performs as its principal
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function any activity pertaining to the
enforcement of criminal laws.

(ii) Portions of this system of records
are exempt from the following sub-
sections of the Privacy Act: (¢)(3),
(©)@), (D), (e)(2), and (e)(4)(G) through
D), (e)(5), (e)(8), (f) and (g).

(3) Authority: 5 U.S.C. 552a(j)(2).

(4) Reasons: (i) Granting individuals
access to information collected and
maintained by this component relating
to the enforcement of criminal laws
could interfere with orderly adminis-
tration of justice, and possibly enable
suspects to avoid detection or appre-
hension. Disclosure of this information
could result in concealment, destruc-
tion, or fabrication of evidence, and
jeopardize the safety and well being of
informants, witnesses and their fami-
lies, and of law enforcement personnel
and their families. Disclosure of this
information could also reveal and
render ineffectual investigative tech-
niques, sources, and methods used by
this component, and could result in the
invasion of privacy of individuals only
incidentally related to an investiga-
tion. The exemption of the individual’s
right of access to his or her records,
and the reason therefore, necessitate
the exemption of this system of records
from the requirements of other cited
provisions.

(ii) [Reserved]

(p) [Reserved]

(a) System identifier and name:

(1) N05800-1, Legal Office Litigation/
Correspondence Files.

Exemptions: (i) Information specifi-
cally authorized to be classified under
E.O. 12,958, as implemented by DOD
5200.1-R, may be exempt pursuant to 5
U.S.C. 552a(k)(1).

(ii) Investigatory material compiled
for law enforcement purposes may be
exempt pursuant to 5 U.S.C. 552a(k)(2).
However, if an individual is denied any
right, privilege, or benefit for which he
would otherwise be entitled by Federal
law or for which he would otherwise be
eligible, as a result of the maintenance
of such information, the individual will
be provided access to such information
except to the extent that disclosure
would reveal the identity of a confiden-
tial source.

(iii) Investigatory material compiled
solely for the purpose of determining
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suitability, eligibility, or qualifica-
tions for Federal civilian employment,
military service, Federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(b),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(iv) Testing or examination material
used solely to determine individual
qualifications for appointment or pro-
motion in the Federal service may be
exempt pursuant to 5 U.S.C. 552a(k)(6),
if the disclosure would compromise the
objectivity or fairness of the test or ex-
amination process.

(v) Evaluation material used to de-
termine potential for promotion in the
Military Services may be exempt pur-
suant to 5 U.S.C. 552a(k)(7), but only to
the extent that the disclosure of such
material would reveal the identity of a
confidential source.

(vi) Portions of this system of
records are exempt from the following

subsections of the Privacy Act: (d),
(e)(1), and (£)(2), (3), and (4).
(3) Authority: 5 TU.S.C. 552a(k)(1),

(k)(2), (k)(5), (K)(6), and (K)(7).

(4) Reasons: (i) Subsection (d) because
granting individuals access to informa-
tion relating to the preparation and
conduct of litigation would impair the
development and implementation of
legal strategy. Accordingly, such
records are exempt under the attorney-
client privilege. Disclosure might also
compromise on-going investigations
and reveal confidential informants. Ad-
ditionally, granting access to the
record subject would seriously impair
the Navy’s ability to negotiate settle-
ments or pursue other civil remedies.
Amendment is inappropriate because
the litigation files contain official
records including transcripts, court or-
ders, investigatory materials, evi-
dentiary materials such as exhibits,
decisional memorandum and other
case-related papers. Administrative
due process could not be achieved by
the ‘“‘ex parte’’ correction of such mate-
rials.

(i1) Subsection (e)(1) because it is not
possible in all instances to determine
relevancy or necessity of specific infor-
mation in the early stages of case de-
velopment. What appeared relevant and
necessary when collected, ultimately
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may be deemed unnecessary upon as-
sessment in the context of devising
legal strategy. Information collected
during civil litigation investigations
which is not used during subject case is
often retained to provide leads in other
cases or to establish patterns of activ-
ity.

(iii) Subsections (f)(2), (3), and (4) be-
cause this record system is exempt
from the individual access provisions
of subsection (d).

(r) System identifier and name:

(1) N01000-5, Naval Clemency and Pa-
role Board Files.

(2) Exemption: (i) Parts of this system
may be exempt pursuant to 5 U.S.C.
552a(j)(2) if the information is compiled
and maintained by a component of the
agency which performs as its principal
function any activity pertaining to the
enforcement of criminal laws.

(ii) Portions of this system of records
are exempt from the following sub-
sections of the Privacy Act: (¢)(4), (d),
(e)(D)(G), and ().

(3) Authority: 5 U.S.C. 552a(j)(2).

(4) Reasons: (i) Granting individuals
access to records maintained by this
Board could interfere with internal
processes by which Board personnel are
able to formulate decisions and policies
with regard to clemency and parole in
cases involving naval prisoners and
other persons under the jurisdiction of
the Board. Material will be screened to
permit access to all material except
such records or documents as reflecting
items of opinion, conclusion, or rec-
ommendation expressed by individual
board members or by the board as a
whole.

(ii) The exemption of the individual’s
right to access to portions of these
records, and the reasons therefore, ne-
cessitate the partial exemption of this
system of records from the require-
ments of the other cited provisions.

(s) System identifier and name:

(1) N01752-1, Family Advocacy Program
System.

(2) Eremptions: (i) Investigatory ma-
terial compiled for law enforcement
purposes may be exempt pursuant to 5
U.S.C. b552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or
benefit for which he would otherwise be
entitled by Federal law or for which he
would otherwise be eligible, as a result
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of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the
extent that disclosure would reveal the
identity of a confidential source.

(ii) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for Federal civilian employment,
military service, Federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(b),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(iii) Portions of this system of
records are exempt from the following
subsections of the Privacy Act: (c)(3)
and (d).

(3) Authority: 5 U.S.C. 552a(k)(2) and
(&)(®).

(4) Reasons: (i) Exemption is needed
in order to encourage persons having
knowledge of abusive or neglectful acts
toward children to report such infor-
mation, and to protect such sources
from embarrassment or recrimina-
tions, as well as to protect their right
to privacy. It is essential that the iden-
tities of all individuals who furnish in-
formation under an express promise of
confidentiality be protected. Addition-
ally, granting individuals access to in-
formation relating to criminal and
civil law enforcement, as well as the
release of certain disclosure account-
ing, could interfere with ongoing inves-
tigations and the orderly administra-
tion of justice, in that it could result
in the concealment, alteration, de-
struction, or fabrication of informa-
tion; could hamper the identification
of offenders or alleged offenders and
the disposition of charges; and could
jeopardize the safety and well being of
parents and their children.

(ii) Exempted portions of this system
also contain information considered
relevant and necessary to make a de-
termination as to qualifications, eligi-
bility, or suitability for Federal em-
ployment and Federal contracts, and
that was obtained by providing an ex-
press or implied promise to the source
that his or her identity would not be
revealed to the subject of the record.

(t) System identifier and name:

(1) NI12930-1, Human Resources Group
Personnel Records.
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(2) Exemptions: (i) Investigatory ma-
terial compiled solely for the purpose
of determining suitability, eligibility,
or qualifications for Federal civilian
employment, military service, Federal
contracts, or access to classified infor-
mation may be exempt pursuant to 5
U.S.C. 552a(k)(5), but only to the extent
that such material would reveal the
identity of a confidential source.

(ii) Testing or examination material
used solely to determine individual
qualifications for appointment or pro-
motion in the Federal service may be
exempt pursuant to 5 U.S.C. 552a(k)(6),
if the disclosure would compromise the
objectivity or fairness of the test or ex-
amination process.

(iii) Portions of this system of
records are exempt from the following
subsections of the Privacy Act: (d),
(e)(4)(G) and (H), and (f).

(3) Authority: 5 U.S.C. 552a(k)(5) and
(k)(6).

(4) Reasons: (i) Exempted portions of
this system contain information con-
sidered relevant and necessary to make
a determination as to qualifications,
eligibility, or suitability for Federal
employment, and was obtained by pro-
viding express or implied promise to
the source that his or her identity
would not be revealed to the subject of
the record.

(ii) Exempted portions of this system
also contain test or examination mate-
rial used solely to determine individual
qualifications for appointment or pro-
motion in the Federal Service, the dis-
closure of which would comprise the
objectivity or fairness of the testing or
examination process.

(u) System identifier and name:

(1) N058134, Trial/Government Counsel
Files.

(2) Exemption. Parts of this system
may be exempt pursuant to 5 U.S.C.
552a(j)(2) if the information is compiled
and maintained by a component of the
agency which performs as its principle
function any activity pertaining to the
enforcement of criminal laws. Portions
of this system of records that may be
exempt pursuant to subsection 5 U.S.C.
5562a(j)(2) are (c)(3), (c)4), (d), (e)),
(e)(2), (e)(3), (e)(B), (&)(4)(G), (H), and (D),
(e)(8), (1), and (8).

(3) Eremption. Information specifi-
cally authorized to be classified under
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E.O. 12,958, as implemented by DOD
5200.1-R, may be exempt pursuant to 5
U.S.C. 552a(k)(1).

(4) Exemption. Investigatory material
compiled for law enforcement purposes
may be exempt pursuant to 5 U.S.C.
562a(k)(2). However, if an individual is
denied any right, privilege, or benefit
for which he would otherwise be enti-
tled by Federal law or for which he
would otherwise be eligible, as a result
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the
extent that disclosure would reveal the
identity of a confidential source. Por-
tions of this system of records that
may be exempt pursuant to subsections
5 U.S.C. 552a(k)(1) and (K)(2) are (c)(3),
(D), (e)D), (e)(4)(G), (H), and (I), and (f).

(4) Authority: 5 U.S.C. 552a(j)(2), (kK)(1),
and (k)(2).

(5) Reasons: (i) From subsection (c)(3)
because release of accounting of disclo-
sure could place the subject of an in-
vestigation on notice that he/she is
under investigation and provide him/
her with significant information con-
cerning the nature of the investigation,
resulting in a serious impediment to
law enforcement investigations.

(ii) From subsections (c)(4), (d),
(e)(4)(G), and (e)(4)(H) because granting
individuals access to information col-
lected and maintained for purposes re-
lating to the enforcement of laws could
interfere with proper investigations
and orderly administration of justice.
Granting individuals access to informa-
tion relating to the preparation and
conduct of criminal prosecution would
impair the development and implemen-
tation of legal strategy. Amendment is
inappropriate because the trial/Govern-
ment counsel files contain official
records including transcripts, court or-
ders, and investigatory materials such
as exhibits, decisional memorandum
and other case-related papers. Disclo-
sure of this information could result in
the concealment, alteration or destruc-
tion of evidence, the identification of
offenders or alleged offenders, nature
and disposition of charges; and jeop-
ardize the safety and well-being of in-
formants, witnesses and their families,
and law enforcement personnel and
their families. Disclosure of this infor-
mation could also reveal and render in-
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effective investigation techniques,
sources, and methods used by law en-
forcement personnel, and could result
in the invasion of privacy of individ-
uals only incidentally related to an in-
vestigation.

(iii) From subsection (e)(1) because it
is not always possible in all instances
to determine relevancy or necessity of
specific information in the early stages
of case development. Information col-
lected during criminal investigations
and prosecutions and not used during
the subject case is often retained to
provide leads in other cases.

(iv) From subsection (e)(2) because in
criminal or other law enforcement in-
vestigations, the requirement that in-
formation be collected to the greatest
extent practicable from the subject in-
dividual would alert the subject as to
the nature or existence of an investiga-
tion, presenting a serious impediment
to law enforcement investigations.

(v) From subsection (e)(3) because
compliance would constitute a serious
impediment to law enforcement in that
it could compromise the existence of a
confidential investigation or reveal the
identity of witnesses or confidential in-
formants.

(vi) From subsection (e)(4)(I) because
the identity of specific sources must be
withheld in order to protect the con-
fidentiality of the sources of criminal
and other law enforcement informa-
tion. This exemption is further nec-
essary to protect the privacy and phys-
ical safety of witnesses and informants.

(vii) From subsection (e)(5) because
in the collection of information for law
enforcement purposes it is impossible
to determine in advance what informa-
tion is accurate, relevant, timely, and
complete. With the passage of time,
seemingly irrelevant or untimely infor-
mation may acquire new significance
as further investigation brings new de-
tails to light and the accuracy of such
information can only be determined in
a court of law. The restrictions of sub-
section (e)(5) would restrict the ability
of trained investigators and intel-
ligence analysts to exercise their judg-
ment in reporting on investigations
and impede the development of intel-
ligence necessary for effective law en-
forcement.
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(viii) From subsection (e)(8) because
compliance would provide an impedi-
ment to law enforcement by interfering
with the ability to issue warrants or
subpoenas and by revealing investiga-
tive techniques, procedures, or evi-
dence.

(ix) From subsection (f) and (g) be-
cause this record system is exempt
from the individual access provisions
of subsection (d).

(x) Consistent with the legislative
purpose of the Privacy Act of 1974, the
DON will grant access to nonexempt
material in the records being main-
tained. Disclosure will be governed by
the DON’s Privacy Regulation, but will
be limited to the extent that the iden-
tity of confidential sources will not be
compromised; subjects of an investiga-
tion of an actual or potential criminal
violation will not be alerted to the in-
vestigation; the physical safety of wit-
nesses, informants and law enforce-
ment personnel will not be endangered,
the privacy of third parties will not be
violated; and that the disclosure would
not otherwise impede effective law en-
forcement. Whenever possible, informa-
tion of the above nature will be deleted
from the requested documents and the
balance made available. The control-
ling principle behind this limited ac-
cess is to allow disclosures except
those indicated above. The decisions to
release information from these systems
will be made on a case-by-case basis.

(v) System identifier and name:

(1) NMO05211-1, Privacy Act Request
Files and Tracking System.

(2) Exemption: During the processing
of a Privacy Act request (which may
include access requests, amendment re-
quests, and requests for review for ini-
tial denials of such requests), exempt
materials from other systems of
records may in turn become part of the
case record in this system. To the ex-
tent that copies of exempt records from
those ‘‘other’ systems of records are
entered into this system, the DON
hereby claims the same exemptions for
the records from those ‘‘other’ sys-
tems that are entered into this system,
as claimed for the original primary
system of which they are a part.

(3) Authority: 5 U.S.C. 552a(j)(2), (kK)(1),
(k)(2), (K)(®), (k)4), (kK)(5), (k)6), and
&)(D).
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(4) Records are only exempt from per-
tinent provisions of 5 U.S.C. 552a to the
extent such provisions have been iden-
tified and an exemption claimed for the
original record and the purposes under-
lying the exemption for the original
record still pertain to the record which
is now contained in this system of
records. In general, the exemptions
were claimed in order to protect prop-
erly classified information relating to
national defense and foreign policy, to
avoid interference during the conduct
of criminal, civil, or administrative ac-
tions or investigations, to ensure pro-
tective services provided the President
and others are not compromised, to
protect the identity of confidential
sources incident to Federal employ-
ment, military service, contract, and
security clearance determinations, and
to preserve the confidentiality and in-
tegrity of Federal evaluation mate-
rials. The exemption rule for the origi-
nal records will identify the specific
reasons why the records are exempt
from specific provisions of 5 U.S.C.
5b2a.

(w) System identifier and name:

(1) NM05720-1, FOIA Request/Appeal
Files and Tracking System.

(2) Exemption: During the processing
of a Freedom of Information Act re-
quest, exempt materials from other
systems of records may in turn become
part of the case record in this system.
To the extent that copies of exempt
records from those ‘other’ systems of
records are entered into this system,
the DON hereby claims the same ex-
emptions for the records from those
‘other’ systems that are entered into
this system, as claimed for the original
primary system of which they are a
part.

(3) Authority: 5 U.S.C. 552a(j)(2), (k)(1),
k)2), (K)(3), (K)@), (kK)(5), (k)6), and
X&)(T).

(4) Records are only exempt from per-
tinent provisions of 5 U.S.C. 552a to the
extent such provisions have been iden-
tified and an exemption claimed for the
original record and the purposes under-
lying the exemption for the original
record still pertain to the record which
is now contained in this system of
records. In general, the exemptions
were claimed in order to protect prop-
erly classified information relating to

135



§701.129

national defense and foreign policy, to
avoid interference during the conduct
of criminal, civil, or administrative ac-
tions or investigations, to ensure pro-
tective services provided the President
and others are not compromised, to
protect the identity of confidential
sources incident to Federal employ-
ment, military service, contract, and
security clearance determinations, and
to preserve the confidentiality and in-
tegrity of Federal evaluation mate-
rials. The exemption rule for the origi-
nal records will identify the specific
reasons why the records are exempt
from specific provisions of 5 U.S.C.
552a..

§701.129 Exemptions for specific Ma-
rine Corps record systems.

(a) [Reserved]

(b) System identifier and name:

(1) MINO00001, Personnel and Security
Eligibility and Access Information System.

(2) Exemption:

(i) Investigatory material compiled
for law enforcement purposes may be
exempt pursuant to 5 U.S.C. 552a(k)(2).
However, if an individual is denied any
right, privilege, or benefit for which he
would otherwise be entitled by Federal
law or for which he would otherwise be
eligible, as a result of the maintenance
of such information, the individual will
be provided access to such information
except to the extent that disclosure
would reveal the identity of a confiden-
tial source.

(ii) Records maintained in connec-
tion with providing protective services
to the President and other individuals
under 18 U.S.C. 3506, may be exempt
pursuant to 5 U.S.C. 552a(k)(3).

(iii) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for Federal civilian employment,
military service, Federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(b),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(iv) Portions of this system of
records are exempt for the following
subsections of the Privacy Act: (¢)(3),
(d), (e)1), (e)4)(G) through (I), and (f).

(3) Authority: 5 TU.S.C. 552a(k)(?2),
(k)(3), and (k)(b), as applicable.
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(4) Reasons: (i) Exempt portions of
this system contain information that
has been properly classified under E.O.
12,958, and that is required to be kept
secret in the interest of national de-
fense or foreign policy.

(ii) Exempt portions of this system
also contain information considered
relevant and necessary to make a de-
termination as to qualifications, eligi-
bility, or suitability for Federal civil-
ian employment, military service, Fed-
eral contracts, or access to classified,
compartmented, or otherwise sensitive
information, and was obtained by pro-
viding an expressed or implied assur-
ance to the source that his or her iden-
tity would not be revealed to the sub-
ject of the record.

(iii) Exempt portions of this system
further contain information that iden-
tifies sources whose confidentiality
must be protected to ensure that the
privacy and physical safety of these
witnesses and informants are pro-
tected.

[71 FR 27536, May 11, 2006, as amended at 72
FR 64538, Nov. 16, 2007]

PART 705—PUBLIC AFFAIRS
REGULATIONS

Sec.

705.1 Purpose.

705.2 Chief of Information and the Office of
Information (CHINFO).

705.3 [Reserved]

705.4 Communication directly with private
organizations and individuals.

705.5 Taking of photos on board naval ships,
aircraft and installations by members of
the general public.

705.6 Releasing public information material
to the media.

705.7 Radio and television.

705.8 Motion pictures.

705.9 Availability of motion pictures to ex-
ternal audiences.

705.10 Still photography.

705.11 Supplying photographs and services
to other than Navy and Marine Corps.

705.12 Print media.

705.13 Commercial advertising.

705.14 Embarkation of media representa-
tives.

705.15 Employment of Navy personnel as
correspondents or staff members of civil-
ian news media.

705.16 Navy produced public
material.

705.17 Participation guidelines.

705.18 Authority and coordination.

information
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